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Abstract: Nowadays, Network is more vulnerable to the security 

attacks. Especially The effective operation of Mobile Ad-hoc 

networks (MANETs) compromised by a variety of security attacks 

depends upon the various features.  The unreliability of wireless 

links between nodes, topology changes, limited battery power and 

centralized control of MANET are the general features. The 

operation of nodes in selfish and conservation leads to 

misbehavior in nodes. In this paper, we implement the detection of 

nodes which exhibit the misbehavior of packet forwarding. This 

approach uses Adhoc on Demand Vector (AODV) in parallel for 

generation the list of misbehaving nodes. The problem of 2ACK 

algorithm in traditional methods is the detection of nodes 

associated with the misbehavior link. We propose a new framework 

in two phases to validate the problem. The first one is that using 

AODV routing protocols and find one way Acknowledgement 

using Path Tracing algorithms. The second phase is that another 

module giving more security in the way of Packet Routing with 

Encrypt the data and Decrypt data using ECC algorithm. One 

more security we can change our key random wise. 

 

Index Terms: Encryption, Intrusion Detection, AODV, Security. 

 

1. INTRODUCTION 

 
An ad hoc network nature is the main cause for making it 

more vulnerable to wireless attacks. Ad hoc nodes are wireless in 

nature that makes it prone. The group of mobile hosts constitutes the 

network termed as Mobile Ad-hoc Network (MANET). MANETs 

are in dynamic in nature and formed by independent mobile nodes. 

The movement of the device in a MANET in any direction freely, 

and therefore change of links occur frequently. The device forward 

the traffic unrelated to its own use called router. The primary 

challenge is to maintain the information of proper route traffic.   

The networks either operate by themselves or by 

establishing the connection to the large Internet. They support multi 

hop routing, an autonomous and decentralized administration, 

dynamic changes in network topologies an energy limited operation 

and network scalability. Regarding MANET, comparatively, 

reactive routing protocols perform well than the proactive routing 

protocol with reduced overhead to attacks including eavesdropping, 

black hole, malicious, denial of service etc. An autonomous feature 

of ad hoc nodes is responsible for the motivation of attacks. The 

nodes are free to move anywhere in a wireless environment and can 

join or leave any network at any time. These nodes are not fully 

secured and can be compromised, confined or hijacked by any 

attackers. There is no central authority and it is assumed that all 

participating nodes are cooperative in nature. Many algorithms were 

proposed to ensure the node co-operation. The major aim of the 

attacker is to destroy the cooperativeness of the ad-hoc nodes. 

Therefore, we exploit the AODV routing protocol to implement in 

our proposed work. 

 

2. RELATED WORK 

 
 ARAN is a protocol makes a number of contributions to the 

design of secure ad hoc routing protocols. In reactive routing 

protocols such as ARAN Detection and prevention of Malicious 

Attacks in ARAN introduces authentication, message integrity, and 

non-repudiation to routing in an ad hoc environment as a part of a 

minimal security policy. Here we are implementing packet dropping 

using DSR routing protocol. We find that although there is a greater 

performance cost to ARAN as compared to AODV, the increase in 

cost is minimal and outweighed by the increased security. Almost all 

the protocols assume the existence of some routing security that 

guarantees that the selected route is free of malicious nodes. The 

effect of a malicious node (packet dropping node) needs to be 

illustrated and the reasons for choosing a particular protocol over the 

other for simulation need to be validated. 

 

2.1 IMPROVEMENT OF AODV ROUTING 

PROTOCOL BASED ON WIRELESS NETWORKS 
 

 Baria, Vanrajkumar, Dineshkumar, International Journal of 

Engineering Research and Applications (IJERA) ISSN: 2248-9622 

Vol. 2, Issue 5, September- October 2012, pp.001-003 

Data packets that were transmitted on a path that had least 

hops in AODV protocol. Each node in WIRELESS NETWORK acts 

as a router as well as host. Before sending message, each node 

establishes a fixed path. Proactive routing protocol also called as 

table-driven routing protocol maintained a table consisting of the 

path that reaches all other nodes in the network. 

The source node broadcasted a route Request Message (RREQ). 

When the route Request Message reached the destination, the 

process is stopped.  When the RREQ message reached the 

destination route Reply Message (RREP) is sent back in the same 

path. The nodes are identified by the neighbor nodes through the 

HELLO messages that the other nodes broadcasted. In case of High 

Mobility, traffic of the network increased. The data transmission 

fault occurred often and Route reconstruction took relatively large 
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time. The proposed system will have active Route Discovery 

parameter, uniform HELLO messages, and increase overall 

throughput. 

 

2.2 SINR BASED ROUTING SELECTION 

 
MariuszSkrocki, SławomirKukliński Orange Labs, 

TelekomunikacjaPolska Warsaw University of Technology Warsaw, 

Poland, October 2010 

Proactive protocols suffer the disadvantage of additional control 

traffic that is needed to continually update stale route entries. Since 

the network topology is dynamic, when a link goes down, all paths 

that use that link are broken and have to be repaired. If no 

application is Ad hoc Routing Protocols 1st Generation 2nd 

Generation 3rd Generation Table driven Proactive On-demand 

Reactive Hybrid Pro Reactive Flat / Hierarchical  Aggregate Global 

Position / Global Position-Less Routing Generation Routing 

Philosophy Routing Architecture Routing Information. In reactive 

schemes, nodes maintain the routes to active destinations. A route 

search is needed for every unknown destination. 

 
Fig.1 Architecture diagram for MANET 

 

3. PROPOSED WORK 

 
Mobile ad hoc networks (MANET) rely on the cooperation 

of all the participating nodes. The more nodes cooperate to transfer 

traffic, the more powerful a MANET gets. Detecting routes and 

forwarding packets consumes local CPU time, memory, network-

bandwidth, and last but not least energy. In this work, we find the 

dropping packets for optimal estimation by using path tracing 

algorithm in reputed AODV. We use Path Tracing algorithm for 

detection of the malicious attack per hop distance and link frequent 

appearance count parameters in AODV. The forwarding of packets 

and delivery of the data at the same time are strongly motivated. The 

security of deliver of packets enhanced with the demands of AODV 

protocol since it is affected by the numerous attacks.  

3.1 SYSTEM ANALYSIS 
  

3.1.1 Ad-hoc routing protocols:  

 

The decision measurement for routing of packets between the 

computing devices governed by the standard called Ad-hoc routing 

protocol. The topology discovery by the nodes is the alternative 

approach for known topology. The nodes participate in the network 

includes some capabilities. They are announcement of its presence to 

other nodes, listen of neighbour‘s announcement, the path to reach 

neighbor nodes. The ad hoc protocol also used to improve the 

routing traffic for specific purpose.  

 

3.1.2 AODV Protocol:  

 

An Ad-hoc On Demand Vector protocol for mobile ad hoc networks 

(MANETs) designed by modifying the existing ad-hoc protocols. In 

contrast, the most common routing protocols of the Internet are 

proactive, meaning they find routing paths independently of the 

usage of the paths.  

AODV avoids the counting-to-infinity problem of other 

distance-vector protocols by using sequence numbers on route 

updates. The capabilities of AODV are unicast and multicast routing. 

Initially the network is in silent state. When the node in the network 

needs a connection to other nodes it broadcasts a request for 

connection. The other nodes in the network forward this message 

using AODV. After receiving the request the creation of temporary 

routes to the needy node. Then the node sends the necessary 

message to the requesting node through the temporary route.   

The needy node which has the least number of hops 

provided by the temporary route.  After a particular interval the 

unused entries are recycled. The routing error passed to source node 

if the link fails. The complexity of the protocol reduced with 

minimum number of messages for conservation. The request for a 

route consists of sequence number for each nodes in the network. 

Hence, repeat route requests are not occur which are already passed 

on. The feature of AODV is that each route requests consists "time 

to live" number. This limits many retransmissions for the specified 

time.  Also, if a request fails, another route request is not sent until 

twice timeout of the previous route request. 

A Route Request carries the source identifier (Src ID), 

the destination identifier (Dest ID), the source sequence 

number (SrcSeqNum), the destination sequence number (Destination 

sequence number), the broad cast identifier (Bcast ID), and the time 

to live (TTL) field. The freshness of the route accepted by the source 

denote by Destination sequence number. An intermediate node 

either forward or prepares the route immediately it receives the route 

request. Then by comparing the destination sequence number with 

the sequence number of intermediate node the validity of a route is 
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obtained. The BcastID-SrcID pair indicates the multiple receiving 

requests and discards the duplicate copies of requests. The 

intermediate nodes which have valid routes to the destination are 

allowed to send route reply packets to the source.  

A timer is used to delete the entry of previous node address 

when the intermediate node forward their route requests. This 

operation is used for storing of an active path at the intermediate 

nod. The information about the previous node is stored when the 

node receives the Route Reply Packet.  In this protocol, for a old 

sequence number intermediate nodes lead to inconsistent routes. 

Also, the stale entries are created due to the maximum destination 

number at intermediate node. The heavy control overhead also 

occurs due to multiple Route Reply packets for a single Route 

Request packet. The unnecessary bandwidth consumption is the 

major problem consideration in AODV protocol.  

 

3.1.3 Variables Used in RTT Calculation:  

 

T rep: Time when the first bit of RREP is received from B.  

T req: Time when the last bit of RREQ is broad casted to A. 

IPD: Indra nodal processing delay  

The RTT between two nodes are calculated by using 

formula (1)  

∆T= RTT= T rep – T req – IPD (1)  

With the estimated value of ∆T, per hop distance between 

A and B ‗DAB‘ is calculated assuming that routing signals travel 

with the speed of light ‗ν‘.  

DAB = (ν/2) * ∆T. 

DBC - DAB >Rth 

In this packet dropper is implemented using AODV routing 

protocol. Each node in the network has to perform four major 

operations to detect the packet dropper attack. Compute per hop 

distance and compare it with the prior per hop distance. Check 

whether the difference between prior per hop distance and per hop 

distance is larger than the maximum threshold value. If it is larger, 

then the packet dropper is detected and it is informed to all other 

nodes in the networks to provide packet dropper alertness. For the 

confirmation of packet dropper attack, the number of time a link is 

used in a path is also checked in addition to comparison of per hop 

distance.  

If DBC - DAB >RTh and F Account >FATh then it is a 

packet dropper link.  

Per hop distance is calculated at the time of route discovery 

to make our proposal energy efficient. Many routes are discovered 

from the route discovery process. All nodes in each path calculate 

per hop distance and stores in the packet header. By comparing the 

per hop distance between all nodes in a path, a packet dropper can be 

detected. If the per hop distance exceeds the prior per hop distance 

through a maximum threshold range RTh,  then the path related to 

that particular node is packet dropper. For the effective packet 

dropper detection, we take another parameter called frequent 

appearance Detection and Prevention of Packet dropper Attacks in 

MANET using Path Tracing Approach 247 count of a link in the 

path.  

If F Account > FATh then it is a packet dropper link. After 

the detection of the packet dropper, a node intimates the presence of 

packet dropper to other nodes in the network. To prevent the packet 

dropper node participation further, their identities are added to the 

packet dropper list in each node. It is not necessary to compute per 

hop distance each time when a path is discovered. Our proposal 

preserves the computation energy by storing the estimated per hop 

distance in a cache. 

 

3.2 ALGORITHM SPECIFICATION 
 

1) Basic Path  Tracing Algorithm: 

Color TracePath(Ray r, depth) { 

   if (depth == MaxDepth) { 

     return Black;  // Bounced enough times. 

   } 

  

   r.FindNearestObject(); 

   if (r.hitSomething == false) { 

     return Black;  // Nothing was hit. 

   } 

  

   Material m = r.thingHit->material; 

   Color emittance = m.emittance; 

  

   // Pick a random direction from here and keep going. 

   Ray newRay; 

   newRay.origin = r.pointWhereObjWasHit; 

   newRay.direction = 

RandomUnitVectorInHemisphereOf(r.normalWhereObjWasHit);  // 

This is NOT a cosine-weighted distribution! 

    

   // Compute the BRDF for this ray (assuming Lambertian 

reflection) 

   float cos_theta = DotProduct(newRay.direction, 

r.normalWhereObjWasHit); 

   Color BDRF = 2 * m.reflectance * cos_theta; 

   Color reflected = TracePath(newRay, depth + 1); 

  

   // Apply the Rendering Equation here. 

   return emittance + (BDRF * reflected); 

 } 

2) ECC Algorithm: For secure data transmission we use Elliptic Curve 

Cryptography algorithm which uses key generation technique The 
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sender will encrypt the message with receiver‘s public key and the 

receiver will decrypt its private key. 

Q = d * P generates the public key  

Where d = The random number that we have selected 

within the range of (1 to n-1 ).P is the point on the curve. Q is the 

public key.d is the private key 

Encryption 
Let ‗m‘ be the message that we are sending 

Consider ‘m’ has the point ‘M’ on the curve ‘E’.Randomly 

select ‗k‘ from [1 - (n-1)]. 

Two cipher texts will be generated let it be C1 and C2. 

C1 = k*P 

C2 = M + k*Q 
C1 and C2 will be sent. 

Decryption 
 We have to get back the message ‗m‘ that was sent  

M = C2 – d * C1 
M is the original message that we have send. 

Work Done 

 M = C2 – d * C1 
         ‗M‘ can be represented as ‗C2 – d * C1′ 

M=C2 – d * C1  

= (M + k * Q) – d * (k * P )                     

(C2 = M + k * Q and C1 = k * P) 

    = (M + k * (d * P)) – d * k *P   

    = M+ (k*d*P)-(d*k*p)                        
                                                 (Q=d*P) (Canceling out k * 

d * P) 

    = M (Original Message) 

 

3.3 MODULE DESCRIPTION 

 
1. Packet dropper in MANET 

2. Packet dropper Detection and Prevention   

 
 

Fig.2 Packet Dropper Detection 

 

3.3.1 Packet Dropper in MANET:  

 

A secured MANET system can be achieved only by preventing 

routing protocol attacks. The malicious is one of the challenging 

attacks in the ad hoc routing in which two malicious nodes forms a 

tunnel with high transmission connectivity referred as a malicious 

tunnel.  

The malicious tunnel may be wired or wireless form or an 

optical link. As soon as malicious nodes launch a malicious link they 

start gathering the wireless data and forward it to one another. It is 

then relay the packets over the malicious tunnel to some other 

location. The legitimate data packets are relayed to some other place 

in the network and malicious nodes makes other nodes to believe 

that they are immediate neighbors. The malicious attack affects both 

the proactive and on demand routing protocols. In this project 

AODV Protocol is used to analyze its behavior in MANET while 

sending packet and receiving packet to identify using path tracing 

algorithm. 

 

3.3.2 Packet Dropper Detection and Prevention: 

 

This section briefly addresses system model, notations and 

assumptions unconsidered proposal. Packets are forwarded using 

source routing. Let us consider a group of random mobile nodes 

consists of a set R= {r1, r2, r3…., rn} that communicate each other 

using radio transmission and the neighboring node communicate 

each other in a bidirectional fashion.  

For neighboring nodes, the distance between them must be 

less than a predefined distance ‗d‘. We do not concentrate on 

assumptions on how the nodes make use of MAC protocol to gain 

access in radio transmission. The network is designed such that it 

has loose clock synchronization. All nodes in ad hoc environment 

may or may not be resource controlled. The source node floods the 

route request (RREQ) packets through immediate neighbors towards 

destination. When it reaches the destination, it sends back route 

reply (RREP) in the reverse path. 

 The path details are stored in the ARAN routing cache. In 

order to detect the malicious, we optimize the general ARAN header 

by adding extra fields. Prior per hop distance field, per hop distance 

field and time stamp fields are added to the header of each packet. 

We consider both prior per hop distance and per hop distance so as 

to compare the difference between the two distances. If the 

difference is too large that exceeds the maximum threshold value, 

then malicious is detected. All nodes that participate in the routing 

mechanism perform this operation. The time stamp field is 

initialized to the time of the first bit of RREQ is sent.  Per hop 

distance field can be changed by intermediary nodes but times tamp 

field cannot be altered by any other nodes. Whenever an 

intermediary node obtains RREQ, it calculates per hop distance with 

its immediate neighbor and compares it with the prior per hop 

distance in the header value.  
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After the comparison, it places per hop distance in the prior 

per hop distance field in the packet header and forwards RREQ to its 

neighboring nodes. On obtaining RREQ, the receiver computes per 

hop distance with its neighbor in the reverse path and it places in the 

packet header. Every intermediate node forwards one RREP for each 

RREQ. Every RREP holds the per hop distance of all path in which 

it is related. In addition to per hop distance value, it also holds the 

times tamp of the time when taken between sending and receiving 

the RREQ and RREP correspondingly between two nodes. The 

computation of per hop distance of each node is explained in the 

next section. 

 
Fig.3 Detection of Malicious Node without hacking 

 
Fig.4 Detection of Malicious Node with hacking 

 

4. RESULT ANALYSIS 

 
Create a wireless network using the front end language 

TCL. Set the network with 6 nodes which are dynamic in nature. 

Node 2 is made to move at time =3.4ms in defined direction. Node 5 

is made to move at time =4.3ms in defined direction. At time = 

2.5ms node 3 becomes hacker node and stops forwarding packets. At 

time = 3.0ms node 3 is back to normal and forwards packets. At time 

= 3.5ms node 1 becomes malicious node and stops forwarding 

packets. At time = 5ms node 1 is back to normal and forwards 

packets. Malicious node is indicated by red color in the animator 

window. Malicious node is detected and prevented in the network 

using Path Tracing Algorithm. The output is analyzed using trace 

file, log file and Perl analysis. The throughput decreases as the 

amount of malicious nodes increase .The throughput of general DSR 

is 87% at the node mobility of 10 m/s for 10 malicious nodes and 

that of AODV is 95%. However the PT algorithm gives 97% of 

throughput. 

 

5. CONCLUSION 

 
In this reputation-based scheme, built on top of normal 

AODV secure routing protocol the malicious attack which is one of 

the network layer attacks. This launches attacks by forming a tunnel 

between two or more malicious nodes and drops all the packets. To 

detect and prevent the malicious attack, we proposed Path Tracing 

(PT) algorithm. The PT algorithm detects and prevents the malicious 

attack using per hop distance between two nodes. From the 

simulation and analysis results, it is clear that our proposed 

algorithm is more effective in preventing the malicious attack with 

greater throughput and less average delay. The performance analysis 

addresses that PT algorithm has reduced overhead and delay. These 

results, along with advantage that no additional requirement of 

hardware makes the proposed system more suitable for resource 

constrained wireless network applications. Thus newly proposed 

reputation-based scheme, built on top of normal AODV secure 

routing protocol, achieves a higher throughput than the normal 

AODV in the presence of malicious nodes. Thus, the proposed 

design, Reputed-AODV, proved more effectiveness in security 

aspects than normal AODV secure routing protocol.  
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